UBND TINH KHANH HOA CONG HOA XA HQI CHU NGHIA VIET NAM
SO THONG TIN VA TRUYEN THONG Déc 1ap - Tw do - Hanh phuc

S6: 1188/STTTT-CNTT Khanh Hoa, ngay 0/ thang 6 nam 2020
VIV canh béo chién dich tan cong mang
nham vao cac cong/trang thong tin dién tir
cua cac co quan nha nudc

Kinh gui:
- Céc S¢, ban, nganh;
- UBND cac huyén, thi x4, thanh phd;
- Céc don vi su nghiép truc thuoc UBND tinh.

S¢ Thong tin va Truyén thong nhan dugc Cong vin sé6 5099/UBND-NC ngay
26/5/2020 cia UBND tinh vé viéc trién khai Thong bao s6 19/BCA-A05 ngay
12/5/2020 cua Bo Cong an.

Theo noi dung canh bao tai Thong bao sb 19/BCA-A05, qua theo ddi khdng
gian mang, Bo Cong an phat hién va ghi nhan chién dich tan cong ciia cac nhom
t6i pham nham vao cic cong/trang thong tin dién tir thudc quyén quan 1y cua cac
co quan Nha nudc nham muc dich chiém doat thong tin, tai liéu ndi bo, tai li¢u
chira bi mat Nha nudc, véi cac thu doan nhu: Thu thap thong tin, dir liéu cong Khai
trén mang Internet vé cong/trang thong tin dién tir, dic biét 1a cac cong/trang thdng
tin dién t¢ st dung cac giai phap cong nghé ctia Microsoft nhu (ASP.NET,
SharePoint). Tin tic tién hanh ra quét, khai thac 16 hong bao mat ton tai trén cac
cong/trang thong tin dién tir, dic biét 1a cac 16 hong cho phép tin tic kich hoat thyc
thi ma doc tir xa dé kiém soat hé théng may chu web nhu CVE-2017-11317, CVE-
2019-18935 ton tai trén thu vién “Telerik UI” cta cac website sit dung ngdn ngit
lap trinh ASP.NET. Sau d9, tin tic chiém quyén kiém soat toan b hé thong thong
tin, lgi dung 16 hong bao mat ciia thu vién “Telerik UI” va viéc khong kiém duyét
ndi dung dang tai cac nhom tin tic tin cong xAm nhap vao cic cong/trang thong tin
dién tir dé chén, dang tai trai phép dudng dan, hinh anh quang cdo cho game bai
nham gia ting tinh tin cdy, thu hat nguoi choi tham gia, gdy anh huéng nghiém
trong dén uy tin cia co quan Nha nudc va trat tu, an toan xa hoi.

Pé kip thoi trién khai cac bién phap ngin chin nguy co mat an toan thong
thong tin mang, S& Thong tin va Truyén thong dé nghi cic co quan, don vi, dia
phuong khan truong thuc hién cac nodi dung sau:

1. Kiém tra, ra soat va khic phuc cac 16 héng bao mat trén tAt ca cac
cong/trang thong tin dién tr cia co quan, dja phuong, dic biét 1a 16 hong ton tai
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trén thu vién “Telerik UI”; g& bo cac duong dan, hinh anh quang cdo game bai
(néu o).

2. Tang cudng gidm sat an ninh mang, kip thoi phat hién hoat dong tan cong
mang, phoi hgp véi S& Thong tin va Truyén thong, Cong an tinh va cac co quan
lien quan trong diéu tra, xac minh xir 1y d6i twong thuc hién tin céng mang.

3. Khan truong thong bao ndi dung van ban nay dén tat ca cac co quan, don vi
truc thudc dé to chirc trién khai thuc hién.

Qua trinh thuc hién néu c6 kho khin, vudng méic hodc can hd trg, dé nghi
Quy co quan lién hé dau méi thuong truc Poi Ung ciru khan cép sy ¢b an toan
thong tin mang tinh Khadnh Hoa (dién thoai: 0258.3563533 - thu di¢n tu:
cntt.stttt@khanhhoa.gov.vn) dé phdi hop thuc hién.

S¢ Thong tin va Truyén thong dé& nghi Quy co quan, don vi quan tim thuc
hién.

Tran trong./.
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